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Teachers and pupils must be aware of the ICT Acceptable Usage Policy to ensure 
appropriate use of ICT facilities.  The following guidelines and conditions should be 
adhered to. 
 
 
ICT Acceptable Usage Policy 
 
The Belfast Boys’ Model School network is provided for staff and students to 
promote educational excellence by facilitating resource-sharing, innovation and 
communication.  
All students are given full access to the network with an individual account. Students 
will also have school-administered individual electronic mail and full Internet access. 
Any such facilities must be regarded as privileges, which may be withdrawn for 
misuse of the resources. See Appendix 1 for AUP 

 

 

 

 

 



  

 
 

1. E-Safety  
ICT facilities are provided primarily for the educational benefit of students and the 
professional development of staff. Any behaviour that interferes with these primary 
objectives will be considered an infringement of Acceptable Use.  
Use of ICT resources for educational purposes has priority over other, for example, 
recreational uses.  
 
Appropriate language must be used in all communications, including email, messages, 
chat and web pages.  
No user may deliberately or carelessly waste ICT resources (e.g. unnecessary 
printing) or disadvantage other users (e.g., by monopolising equipment, network 
traffic etc.).  
 
Consideration must be given to avoiding inconvenience to other ICT users. E.g., use 
headphones to listen to sound or music; leave computers ready for the next user to log 
in; not leave programs running on computers when you leave; not leave rubbish or 
paper lying around computers; replace furniture to normal positions when you leave. 
 
Students must not:  
i. Use abusive or obscene language in any communications.  
ii. Steal, or deliberately or carelessly cause damage to any ICT equipment. 
iii. Interfere with or change any software settings or other people’s files.  
iv. Attempt to get around or reduce network security.  
v. Do anything in any other person's home directory.  
vi. Store unauthorised types of files in their own home directories.  
vii. Waste resources. 
viii. Send "spam" (bulk and/or unsolicited e-mail).  
ix. Reveal personal information in any communications. 
x. Deliberately enter, or remain in, web sites containing objectionable material. 
xi. Knowingly infringe copyright. 
 
2. ICT Hardware  
 
ICT facilities are expensive, sensitive and must be treated carefully. 
Students must not:  
i. Do anything likely to cause damage to any equipment, whether deliberately or 
carelessly. 
ii. Steal equipment.  
iii. Vandalise equipment (e.g. graffiti).  
iv. Mark or deface any equipment.  
v. Interfere with school networking equipment such as hubs.  
vi. Eat or drink near any school-owned computer resources.  
 
Students must not, without permission:  
 
i. Attempt to repair equipment  
ii. Unplug cables or equipment  
iii. Move equipment to another place  
iv Remove any covers or panels  
v. Disassemble any equipment  
vi. Disable the operation of any equipment  



  

 
 

 
Regardless of the real or supposed levels of understanding, students are NOT 
authorised to attempt the repair or adjustment of any school hardware or software. 
Any such attempt will be regarded as a violation of network security. Any problem 
with equipment or software must be referred to an authorised person. 
 
3. Software and operating systems  
 
ICT systems within the school environment must be set up appropriately to ensure 
effective use of software. 
 
Therefore:  
i. No changes should be made to any computer settings (e.g. screen savers, desktop 
ii. layout etc. without the permission of the Network Manager. 
iii. No software (to include unauthorised programs and games) may be introduced to 
iv. the system. 
v. No changes should be made to any configuration files. 
vi. No copyrighted software duplication can be made within the school computer 
vii. system. 
viii. No action must challenge the system security or effectiveness. 
 
4. Networks 
 
All data stored on the school network is controlled by the Data Protection Act 1998.  
Network accounts are to be used only by the authorised owner of the account.  
If you find a computer logged in, you should do nothing in that account except log out 
or inform your teacher. 
It is the responsibility of students to make back-up copies of their work. The school 
will exercise due care with backups but will not be held responsible for lost data. 
The storing of electronic data on the school network, either school-related or personal, 
can be monitored. The downloading, distribution and storage of music, video, film or 
other material is forbidden unless it is to be specifically utilised for learning and 
teaching purposes, and is at the discretion of the ICT Network Manager.  
Advice should be sought from the ICT Department if you require to store, transmit or 
handle large data files. These large files use up disk space very quickly and can bring 
the network to a standstill. 
 
5. Relevant Legislation 
 
i. The Data Protection Act (1998)  
This Act compels Belfast Boys’ Model School to take specific measures to ensure that 
all personal information held about living (identified or identifiable) individuals is 
processed according to eight Data Protection Principles.  
The Act allows individuals to obtain a copy of their own personal data, the right to 
have inaccurate personal data corrected or erased and, where appropriate, to seek 
redress for any damage caused. In addition, the Act obliges Belfast Boys’ Model 
School to provide a complete description of all personal data held by Belfast Boys’ 
Model School, their uses, purposes, disclosures and sources, to the Office of the 
Information Commissioner. The Act provides for criminal offences if these 
obligations are neglected.  
 



  

 
 

ii. The Computer Misuse Act (1990) 
 
This makes both the unauthorised use of an ICT system and the unauthorised 
modification of ICT data (including finding or guessing someone’s password and 
using it to get onto the computer system and looking at the data contained) a criminal 
offence which carries a penalty of imprisonment of up to six months and/or a fine. 
Also, unauthorised access to an ICT system with intent to commit or facilitate the 
commission of a serious crime is an offence under this Act which carries a penalty of 
up to five years imprisonment and/or a fine. 
The following actions are deemed illegal under The Computer Misuse Act 1990 and 
therefore students must not: 
 
a. Attempt to log onto the network with any username or password that is not their 
own, or change any other person’s password.  
b. Reveal their password to anyone except the system administrator or classroom 
teachers, if necessary. Students are responsible for everything done using their 
accounts, and everything in their home directories. Since passwords must be kept 
secret, no user may claim that another person entered their home directory and did 
anything to cause school rules to be broken. 
c. Use or possess any program designed to reduce network security. 
d. Enter any other person’s home directory or do anything whatsoever to any other 
person’s files. 
e. Attempt to alter any person’s access rights. 
f. Store the following types of files in their home directory, without permission from 
the school’s Network Manager. 
g. Program Files (EXE, COM). 
h. Compressed files (ZIP, ARJ, LHZ, TAR etc.). 
i. Picture files, unless they are required by a subject teacher. 
j. Obscene material – pictures and/or text. 
k. Obscene filenames. 
l. Insulting material. 
m. Password-protected files. 
n. Copyrighted material. 
o. Intentionally seek information on, obtain copies or modify files belonging to, other 
users. 
p. Send Bluetooth messages unless instructed or permitted to do so by their teacher. 
q. Accept Bluetooth messages unless permitted to do so by their teacher. 
r. Delete files other than their own. 
s. Change desktop setup. 
 
iii. Copyright is a complex issue that is not fully resolved as far as the Internet is 
concerned. Pupils should acknowledge sources of all material quoted directly 
without the publisher’s prior knowledge and permission. This includes the use of 
images and text. 
 
6. Printing  
 
Students must minimise printing at all times by:  
i. Print previewing. 
ii. Editing on-screen rather than on print-outs. 
iii. Spell-checking before printing. 



  

 
 

Students will be allocated a number of print credits at the discretion of their teacher. 
Print-outs that have not been claimed must be given to the teacher. 
Any used paper should be discarded in the recycling bin and not left beside the 
printer. 
Students must inform the teacher if there is no paper, or, if the printer is displaying an 
error message. 
Printing should be for educational purposes only. 
Students must not:  
i. load paper into printers without permission. 
ii. use paper that is pre-used, torn, creased, damp, irregularly shaped, sized or 
unsuitable for laser printers  
 
7. Internet usage  
 
Internet access is a privilege, not a right, and in all circumstances should be treated as 
such. All users share in the responsibility to protect the security and confidentiality of 
the school network. 
Internet access has been provided to assist students' education, who must use it only 
with permission and not in any unauthorised way. It is not intended for entertainment. 
Therefore, it is not appropriate for students to use the Internet for playing computer 
games, unless specifically assigned by the teacher. 
 
All users should be aware that the school, in conjunction with C2K, tracks and records 
the sites visited, any searches made on the Internet and e-mails sent / received. 
Access can be withdrawn for those pupils who fail to maintain acceptable standards of 
use. 
 
As the Internet is an unsupervised environment, the school has a responsibility to 
ensure that, as far as possible, material obtained from the Internet is not offensive or 
inappropriate. To this end, filtering software has been installed by C2K on the Internet 
links. However, students are responsible for their actions on school networks – 
including the Internet – and are expected to behave in a manner that does not 
contravene school rules or rules imposed by parents/guardians. 
 
7a. Reporting Accidental Access to Inappropriate Material 
 
No security system is perfect and that there is always the possibility of inappropriate 
material, intentionally and unintentionally, being obtained and displayed. If students 
accidentally access inappropriate material, they should switch off their monitor and 
inform their teacher immediately. They should not turn the computer off or show any 
content to other students. 
Staff who inadvertently access inappropriate material should inform their line 
manager immediately. 
It is the responsibility of the school to:  
i. Provide training on the use of the Internet. 
ii. Make users aware of the School’s AUP. 
iii. Take action to block the further display of offensive or inappropriate material that 
has appeared on Internet links. 
 
 
 



  

 
 

7b. World Wide Web 
 
The World Wide Web is a vast source of material of all sorts of quality and content. 
The school will exercise all care in protecting students from offensive material, but 
the final responsibility must lie with students in not actively seeking out such 
material. C2K regularly monitors, reviews and updates access to Internet sites. 
 
Students are not permitted to use the Internet to enter or remain in any site that 
has any of the following content:  
i. Nudity, obscene language or sexual discussion intended to provoke a response 
ii. Violence 
iii. Information on, or encouragement to commit any crime 
iv. Racism 
v. Information on making or using weapons, booby-traps, dangerous practical jokes or 
"revenge" methods 
vi. Any other material that the student's parents or guardians have forbidden them to 
see 
vii. The Internet must not be used for commercial purposes, gambling or for profit. 
 
7c. Viruses 
 
Anti-virus software has been installed on all C2K networked computers which is 
regularly reviewed and updated accordingly. However, no system can be 100% secure 
and all users should be aware of the risk of viruses – especially when using removable 
storage devices such as floppy disks, USB pens, CD-ROMs/RW etc. Interactive use 
of the Internet should ensure that there is no possibility of the transmission of viruses 
or programs which are harmful to another user's data or equipment. If you believe that 
a computer or the network has been infected with a virus, this should be reported 
immediately to the teacher and/or appropriate technical personnel. 
In accordance with the Computer Misuse Act (1990), the school network – including 
use of the Internet - must not be used for illegal purposes such as spreading computer 
viruses or distributing/receiving software that is not in the public domain. 
It is inappropriate to act as though you intend to break the law e.g. by attempting to 
guess a password or trying to gain unauthorised access to remote computers. Even if 
such attempts are not seriously intended to succeed, they will be considered serious 
offences. 
 
7d. Email 
 
Electronic mail is a valuable tool for communication both within the school network 
and on the Internet. C2K provides all pupils and staff with individual e-mail addresses 
where they are encouraged to use it and take advantage of its features. As with all 
privileges, the use of e-mail involves responsibilities. 
 
Chat lines  
 
Real-time chat programs, e.g., MMS, Facebook, Twitter, Snap Chat or other forums, 
are not to be used by pupils. C2K will endeavour to monitor, review and restrict 
access to such sites as necessary. 
When using e-mail, the following points should be noted:  
i. Use appropriate language and be polite in your messages. Do not be insulting, 



  

 
 

abusive, swear or use vulgarities. 
ii. Never write hate mail, chain letters, harassment, discriminatory remarks and other 
antisocial behaviours. No messages should contain obscenities, threats, sexually 
explicit material or expressions of bigotry or hate. 
iii. Do not reveal your personal contact details (address / telephone number) or those 
of other pupils or colleagues. 
iv. Important - email is never private. System administrators have access to all files 
including mail. Messages relating to illegal activities may be reported to the 
authorities. 
 
Students must not:  
i. Send offensive mail. 
ii. Send unsolicited mail to multiple recipients ("spam"). 
iii. Send very large attachments. 
iv. Use e-mail for any illegal, immoral or unethical purpose. 
v. Attempt to disguise their identity or the true origin of their mail.  
vi. Forge header messages or attempt to use any mail server for deceptive purposes. 
vii. Use any mail program designed to send anonymous mail. 
 
8. Sanctions  
 
Sanctions will be put in place for anyone who disregards the Acceptable Use Policy. 
i. Temporary removal of internet access. 
ii. Temporary removal of access to computer system. 
iii. Departmental detention. 
iv. School detention. 
v. Payment for any damaged equipment. 
vi. Criminal procedures when and where appropriate.  
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



  

 
 

Appendix 1 
 

Belfast Boys’ Model School 
Staff – Acceptable Use Policy  

The Department of Education has provided guidance to all schools on the ‘Acceptable 
Use of the Internet and Digital Technologies in Schools’. 
Best Practice Codes suggest that all ICT users are requested to agree to the school’s 
ICT Acceptable Use Policy. 

Please read the following information carefully and sign below. 
I am aware: 

ü That all data stored on the school’s system is legally protected by the DATA 

PROTECTION ACT (1998). This Act allows me to obtain a copy of my 

own personal data, to have inaccurate personal data corrected or erased 

and, where appropriate, to seek redress for any damage caused. 

ü Of THE COMPUTER MISUSE ACT (1990). 

 

                      
 
 
 

ü That computer files, email and internet usage are monitored and are accessible 
by staff and C2K. 

ü That downloading should only be used for learning and teaching. 
ü That I may not photograph or record any other person, (inside or outside the 

classroom) without that person’s knowledge and consent. 
I agree: 

ü Only to use my own user name and password. 

ü Not to tamper with another person’s files. 

ü Not to delete files other than my own or change my desktop setup. 

ü Not to access obscene material or use obscene filenames, insulting material or 

copyrighted material. 

ü Not to waste, tamper with or damage ICT resources. 

ü That unauthorised use of ICT can be considered a criminal offence. 

 

School ICT Equipment – I understand that: 

ü Ownership of the C2K laptops rests with C2K/Capita 

ü Ownership of non C2K laptops and iPad’s rests with BBMS 

ü Alternative versions of software should not be loaded onto C2K laptops, 

iPad’s and all other school sourced laptops 

This Act makes the unauthorised use of an ICT system and changing of 
data a criminal offence, which carries a penalty of imprisonment of up 

to 6 months and/or a fine. 



  

 
 

ü All laptops and iPad’s are only insured for theft or malfunction while in 

school.  If the device is removed from school, alternative insurance cover must 

be provided both for car and other locations 

ü The school sourced laptop or iPad may be used outside school for internet use 

with any Internet Service Provider (ISP).  It is the responsibility of the 

laptop or iPad user to ensure that confidential information is not stored 

on any school based device. 

ü The laptop or iPad should not be given or lent or used by anyone other than 

the nominated member of staff when outside school 

ü The laptop or iPad should always be carried in a protective case to reduce the 

possibility of damage 

ü If the laptop or iPad is stolen, the school should be notified immediately, or 

during the school holidays the C2K helpdesk (08706011666) for C2K machine 

only 

ü The laptop or iPad must be returned to school if the nominated member of 

staff ceases employment with the school 

ü There will be professional use of laptops, iPad and all other school ICT 

equipment. In particular, the use of the iPad recording facilities for educational 

purposes must be adhered to within the school environment 

ü The software, applications and accounts of the school are the property of the 

school and can be updated without staff notification at any time 

ü When projecting images or videos in the classroom I will show only age 

appropriate material through the use of Apple TV, You Tube or any online 

video site 

 

Guidance for Staying Safe Online 

Social Networking – I understand that: 

ü If I am using Facebook or Twitter, I should make sure that my privacy setting 

are adjusted correctly to prevent any pupils or parents viewing my accounts 

ü It is recommended that my account is viewable only to friends 

ü I will not under any circumstance accept friend requests from pupils or parents 

ü I should ensure that I log out of my accounts when I have finished using them, 

particularly on shared computers.  My account can be hijacked by others if I 

remain logged in – even if I quit the browse and switch the computer off 



  

 
 

ü Potential employers may scour websites looking for information on job 

candidates.  I should take care to remove any online content about myself that 

I would not want them to see 

ü Family and friends can also post information and photos of me in their profiles 

so I should think about whether any of this could be compromising.  On 

Facebook, I can ‘untag’ myself from a photo 

ü I am aware that my school can monitor my ICT usage and any activity deemed 

to be inappropriate may lead to disciplinary action 

ü I should not post my address or date of birth online.  Criminals can use such 

information to commit identity fraud  

 

 

Signed _______________________________________    Date ________________ 

 
 
 
 
 
 
 
 
 
 
 

  



  

 
 

Appendix 2 
 

INTERNET SAFETY ADVICE FOR PARENTS  

• The most important thing is to have conversations with your children – talk 

to them about the benefits and dangers of the internet so that you can 

empower them to use the internet safely.  

• Cultivate an interest in their online activities – their favourite websites, 

online games and interests and keep an eye on what they are doing online.  

• Don’t be afraid to ask your children who they are talking to online and what 

they are talking about and remind them how important it is to tell a trusted 

adult if something happens online that makes them feel uncomfortable or 

worried because there are people who can help.  

• Become a ‘net-savvy’ parent – the best safeguard against online dangers is 

being informed. Jump in and learn the basics of the Internet – read articles, 

take a class, and talk to other parents. You don’t have to be an expert to 

have a handle on your child’s online world.  

• Gotowww.getsafeonline.orgforlotsofusefuladviceandinformationonhow to 

stay safe online. Safeguardingni.org will also provide information for 

parents and carers on e-safety.  

• Links to other sites that can provide information and advice to young 

people and parents are available from the DE website at:  

http://www.deni.gov.uk/index/pupils-and-parents/pupils.htm  

 
  



  

 
 

 
Appendix 3 

 
Important Web Links  

 
 

Parental Guidance  
http://parentinfo.org/articles/all 

 
 

Help With Ratings and Advice on Films 
 

https://www.commonsensemedia.org/about-us/our-mission/about-our-ratings  
 
 

NSPCC Share Aware site  
 

https://www.nspcc.org.uk/shareaware  
 
 

Our Own School Site  
 

http://bbms.org.uk/parentzone/advice-&-help.php 
 


